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Buffer Overflow

O
>
O
GET/default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNNNNNNNNNNNNNNNNNN%u9090%u6858%ucbd3%u7801%u9090%u
6858%uchbd3%u7801%u9090%u6858%ucbd3%u7801%u9090%u9090%u8190
%u00c3%u0003%u8b00%u531b%u53ff%u0078%u0000%u00=a HTTP/1.0
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>
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Cross-Site Scripting ’ m
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Parameter Manipulation m
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g:http:IIWWV\-/_.exampIe-:com/buy-._cgi?id=3Q&num=3%cprice=1é§:}
a
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Backdoor & Debug Options
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SQL Injection
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SQL Injection m
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where SQL

SQL Injection m

a
> xxx' and 1=1--
> xxx' and 1=0--
and

a
» absinthe

http://www.0x90.org/releases/absinthe/




OS Command Injection
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Error Codes m
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Unnecessary Information

Forceful Browsing m
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Unnecessary Information
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HTTPS Misuse
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Cross-Site Request Forgeries

a
a
a
>
http://www.example.com/buy.cgi’?productid:AX123&numzlo&action:finish """
a
>
v hidden
v hidden
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Cross-Site Request Forgeries

= Cookie j

[ 1]
[ 1]
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{\U.‘g’ <a href=http://www.example.com/taikai.php?action=finish> |
: o <la> ]

>

Copyright 2006 Mitsui Bussan Secure Directions, Inc. All Rights Reserved. 24




Unnecessary File
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Ivar/www/htdocs/

toiawase.dat /
exec.cqi

Unnecessary File
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Server misconfiguration m
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Insecure Cookies m
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a
https://www.example.com/ w

Set-Cookie: ssid=1392383

http://www.example.com:443/
Cookie: ssid=1392383

o | |

iiiiii Set—Cé(:)kie: ssid%H KHD3:I%:SA31GA:P:(9F; secgjre




Session Hijack
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Session Replay
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http://server/aa.cgi?ssid=XXXXXX




Session Fixation
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>
http://www.example.com/index.php?PHPSESSID=abcdefg |
http:/www.example.com/index jspijsessionid=jk3iswéfihgyt10 |
O
>
>
Copyright 2006 Mitsui Bussan Secure Directions, Inc. All Rights Reserved. 31

Session Fixation

| <a href=""http://www.example.com/index.php? |
PHPSESSID=abcdefg"> <la> |

http://www.example.com/index.php?PHPSESSID=abcdefg
C j: @ookie j

i “SetCookie: PHPSESSID=abcdetg ;

Cookie: PHPSESSID=abcdefg

: i Cookie: PHPSESSID=abcdefg i
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2005.4
http://www.fsa.go.jp/singi/singi_fccsg/gaiyou/f-20050415-singi_fccsg/02.pdf
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Keep-Alive

43

GET /HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, application/x-shockwave-
flash, application/vnd.ms-excel, application/vnd.ms-powerpoint, application/msword, */*

Accept-Language: ja
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; InfoPath.1; .NET

CLR 1.1.4322)
Host: www.example.com
Connection: Keep-Alive

HTTP/1.0 200 OK

Date: Wed, 29 Nov 2006 08:21:21 GMT
Server: Apache

Content-Length: 17463

Connection: close

Content-Type: text/html; charset=Shift_JIS

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN*
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GET /auth/index.html HTTP/1.1
Accept: */*
Accept-Language: ja
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; InfoPath.1; .NET
CLR 1.1.4322)
Host: www.example.com
L Connectian-Keep-Alives — — = = = = = = -
Authorization: Basic Z3VIc3Q6Zm9vYmFy |
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GET /auth2/index.html HTTP/1.1

Accept: */*

Accept-Language: ja

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; InfoPath.1; .NET
CLR 1.1.4322)

Host: www.example.com

Connection: Keep-Alive

:Authorization: Digest username="guest", realm="sec", gop="auth", algorithm="MD5",

1 uri="/auth2/index.html",nonce="yFgKVbljBAA=2a8b5d8f5e1d44f342a457d8b604640f5

1 1347d5", nc=00000001, cnonce="bfae40a7d3fdeb264eb078563de43943" response=
"44985ca43eb4c7001c9948efcfa23alf"
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<input type="hidden” name="sec_key" value="ALG2K9QOE">




>

X $str = /¥d+;

) o Em$str =~ IN¥A+S;
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XSS,
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» "><script>alert()</script>
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