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IPv4 Address Fractal Map Jan-2011

000 001 014 015 016 019 020 021 234 235 236 239 240 241 254 255
Reserved |[Reserved | Next HP DEC Ford CsC US DoD Multicast Multicast Multicast Multicast ~ Class E Class E Class E Class E

002 013 012 017 018 023 022 233 232 237 238 243 242 253 252
Next Xerox AT&T Apple MIT Next US DoD Multicast ~ Multicast ~ Multicast ~ Multicast ~ Class E Class E Class E Class E

025
UK
Defense

006 009 010 031 028 027 026 229 228 227 224 245 246 249 250
US DoD IBM Private Next US DoD Next US DoD Multicast ~ Multicast ~ Multicast ~ Multicast ~ Class E Class E Class E Class E

007 008 011 030 029 024
Next L3 US DoD US DoD US DoD Cable

230 231 226 225 244 247 248 251
Multicast ~ Multicast ~ Multicast ~ Multicast ~ Class E Class E Class E Class E

057 054 053 032 035 036 037 218 219 220 223 202 201 198 197
SITA Merck Cap Debis  AT&T MERIT Next Next APnic APnic APnic Next APnic LACnic Various Next

056 055 052 033 034 039 038 217 216 221 222 203 200 199 196
US Postal  US DoD El duPONT US DoD Haliburton  Next PSI RIPE ARIN APnic APnic APnic LACnic ARIN AFRnic

061 050 051 046 045 040 041 214 215 210 209 204 205 194 195
APnic N UK DSS Next Interop Eli Lily AFRNic US DoD US DoD APnic ARIN ARIN ARIN RIPE RIPE

062 049 048 047 044 043 042 213 212 211 PAL 207 206 192 192
RIPE Next Prudential  Bell North  Radio Inet Next RIPE RIPE APnic ARIN ARIN ARIN RIPE Various

067 068 069 122 123 124 127 128 131 132 133 186 187 188 191
ARIN ARIN ARIN APnic APnic APnic Loopback  Various Various Various Various LANnic LANnic Various Various

066 071 070 121 120 125 126 129 130 135 134 185 184 189 190
ARIN ARIN ARIN APnic APnic APnic APnic Various Various Various Various Next Next LACnic LACnic

077 072 073 118 119 114 113 142 141 136 137 182 183 178 177
RIPE ARIN ARIN APnic APnic APnic Next Various Various Various Various Next Next Next Next
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076 075 074 117 116 115 112 143 140 139 138 181 180 179 176
ARIN ARIN ARIN APnic APnic APnic Next Various Various Various Various Next Next Next Next

081 094 095 096 097 110 111 144 145 158 159 160 161 174 175
RIPE RIPE RIPE ARIN ARIN Next Next Various Various Various Various Various Various Next Next

082 093 092 099 098 109 108 147 146 157 156 163 162 173 172
RIPE RIPE RIPE ARIN ARIN Next Next Various Various Various Various Various Various Next Various

087 088 091 100 103 104 107 148 151 152 155 164 167 168 171
RIPE RIPE RIPE Next Next Next Next Various Various Various Various Various Various Various Various

086 089 090 101 102 105 106 149 150 153 154 165 166 169 170
RIPE RIPE RIPE Next Next Next Next Various Various Various Various Various Various Various Various




2008 IPv4 Address Use Report
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2008 IPv4 Address Use Report (3)

Rank || Was || 2009-01-01 (millions) | 2008-01-01 (millions) || Increase Country
1 145821 1408.15 4% United States
2 [3]  wa | 13531 | 34% |  China
3 2 151.56 141.47 % Japan
4 120.29 120.35 0% Europe general
5 86.31 83.50 3% United Kingdom
6 f 81.75 7246 13% Germany
7 6 74.49 73.20 2% Canada
8 65.04 67.79 0% France
9 66.82 58 86 14% Korea
ol s 1 se__ | % _ | _ Avstraia _
| 11 12 29.75 23 46 27% Brazil
-_1-2_-_-1_1-_- 29 64 24 04 23% ltaly
13 16 2401 19.83 21% Taiwan
T5a |8 | 2318 | 1701 || 36% | Russia
15 14 | 21.67 2042 6% Spain

NUD//www.bgpexpert.com/aadrspace20Us php



Monitoring Market Drivers

Addresse 8 National IT Strategy

http://lwww.potaroo.net/tools/ipv4/ IPv6 Task Force and promotion councils:
« o Africa, India, Japan, Korea,...
PZAvdy U.S. Federal Mandate
- Internet i E D i1t China tNext Generation Internet (CNGI)
projec
- ﬁ%*ﬁ@ﬁ%@“@;%ﬁ(j{’\wggg European Commission sponsored
projects

- FREXEA~DN—FIL

vb

IP NGN
DOCSIS 3.0, FTTH, HDTV, Quad
IPv6 “on” & “preferred” by default Play
IPV67= 1+ CEMET AT T)Hr—> Mobile SP - 3G, WiMax, PWLAN
3> (P2P framework) Networks in Motion

Networked Sensors, ie: AIRS
NAT Overlap - M&A

MSFT Vista & Server 2008 Infrastructure Evolution




fith [l I FF B 4%

» EUH B1E25%@2010C9

http://ec.europa.eu/information_society/policy/ipvb/docs/europe
an_day/communication_final 27052008 en.pdf

» FEBFRFRT. W7AEHE(BRICs ?)
= US Fed $(ZDoDI&#78, &h\IF TreadyLogo-243, - o




The Scope of IPv6 Deployment

Web Content Management
Applications & Application Suites
DEIF:] Client Collaboration

Center Access Printers Devices &
Servers (PC’s) Gateways

Sensors &
Controllers

Networked Device Support

Load
Balancing
& Content
Switching

Networked Infrastructure Services

Deployment IPv6 over IPv4 Tunnels IPv6 over MPLS
chna):'io (Configured, 6to4, ISATAP, GRE) Dual-Stack (6PE/6VPE)

Security Content Optimization
(Firewalls Distribution (WAAS, SSL
& IDS/IPS) acceleration)

VPN
Access

IP Services (QoS, Multicast, Mobility, Translation)
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Hardware IP Routing

Support Connectivity Addressing T R Instrumentation

Basic Network Infrastructure
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Intel®Ethernet NICDIPv6X} ity

Intel® Network Adapters — Do Intel adapters suppart IPvE? 171 A—%2

Bicwie By Miod el

S
Support B Doswnkosds

™ AE of Supp ot
5 T Caiag oy

Network Connectivity

ImbelE Metwork Adapters
Do Intel adapters support IPwE?

Yes, Intel network adapters and metwork comnes Bons ane | ested with and Suppor
[Pwifi.

[ifed tests gur network adaptens with PG tralfic wsing curnsi verkions of Miorosodl
Windows*, Linux®*, md FreeB50

This applies. to:

Ehrtopree ™ 10 1S4 i i Tedtad ) PROS 1000 O ko iCoen FeeOtR0n
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ErferExnperess ™ I3 Adapton Leerkly PROS Q0D GT Desionn Adspier
ErharEneress ™ CAagean Ao Leetd PROY L 000 GT Qu asd Poat Secrvies
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o
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OS D Xt i

Linux Online!

% Windows Vista

fy V= ——
5 »
Windows Server 2008 4% Windo

= —RRFIASNB0SDIELALEDIPVEHR—
= Top-to-bottom TCP/IP stack re-design

= |Pv6 is on bgdefault and preferred over IPv4 (considering
network/DNS/application support)

= Tunnels will be used before IPv4 if required by IPv6-enabled application
ISATAP, Teredo, 6to4, Configured

= Vista/Server 2008 support IPv4 and IPv6 (IPv6-only is supported)

Actlve Directory, IIS, File/Print/Fax, WINS/DNS/DHCP/LDAP, Windows Media
Services, Terminal Services, Network Access Services — Remote Access

8/PN/D|aI up), Network Access Protection NAP), Windows Deployment Service,
ertlflcate Serwces SharePoint services, Network Load-Balancing, Internet

http://www.microsoft.com/technet/network/ipvb/default. mspx




Content sites are taking initial steps

Ipv6.google.com

KGoogle(F2008F5A 13, Rt DEREEEMIPVEIZXIGLIzEL LT 0T D
hTHEKL-, IPV6iRGoogle xRS A DT RL X [XThitp://ipv6.google.com/|
GoogleMap% :http://ipv6.google.com/maps

GOogle

[ Google Search ][ I'm Feeling Lucky ] Lengusge Tools

Advertising Programs - Business Solutions - About Google

©2008 Google




= Long standing support for IPv6 by Cisco W

IETF Working Group Chairs: |IPv6; ngtrans; v6ops; dhcpvo6; :
mipv6; roll; softwire I E T F

Cisco engineers originated many IETF proposals
IPv6, MP-BGP4, NAT-PT, 6PE/6VPE, DHCPvV6 PD, ... I &)

Founding member of the IPv6 Forum
Founding partner of 6Net
IPv6 Ready Logo 6’75[

Mobile Networking demo — IPv6 Promotion council @




IPv6 %t 5! ( Router-1)

Product IPv6 | H/W | Comments
Cisco CRS-1 Now |[Yes | HW Performance up to 40Gb/s (OC-768 line card)
Cisco 12000 Now | Yes | HW Performance up to 10 Gb/s (Engine 5)
Series
Cisco 10720 Now | Yes
Series
Cisco ASR 1000 Now | Yes
Series
Cisco 10000 Now Yes With PRE2, PRE3 and PRE4
Series
Cisco 7600 Series | Now Yes With Supervisor Engine 720, 720—-3BXL, and 32W, RSP720, as well
as 10Gb/s support (10GE and OC-192)
Cisco 7304 Now |-
Cisco 7301 Now |-
Cisco 7200 Series | Now |-




IPv6 %ii 5! & ( Router-2)

Product IPv6 | H/W | Comments

Cisco 3800 Series Now |-

Cisco 3200 Series Now |-

Cisco 2800 Series Now |-

Cisco 1800 Series Now | -

Cisco 870 series Now |-

Cisco 860 series Now |-

Cisco 850 series No - No IPv6 support

Cisco 830 Series Now |- Beginning on Release 12.3(4)XG




IPv6 »fit3 5 ( Router-3)

Product IPv6 | H/W | Comments

Cisco 7500 Series Now |- End of Life

Cisco 4000 Series - - End of Life

Cisco AS5850 Now |-

Cisco AS5400 Now |-

Cisco AS5350 Now |-

Cisco 3700 Series Now |-

Cisco 3600 Series Now |- Refer to Product Bulletin #1975 on Cisco 3620

Cisco 2600 Series Now |- Refer to Product Bulletin #1975 for non—XM Cisco 2600
(except 2691)

Cisco 2500 Series Now |- End of LifeLimited support from Cisco I0S Software
Release 12.2T

Cisco 1700 Series Now |-




IPv6 i3 & ( CatalystSwitch)

Product IPv6 | H/W | Comments

Cisco Catalyst 6500 Now | Yes With Supervisor Engine 720 and 720-3BXL, and 32W as well
Series as 10Gb/s support(10GE and OC-192)

Cisco Catalyst 4500 Now | Yes With Supervisor Engine 6E
Series

Cisco Catalyst 3750 | Now | Yes
and 3750-E Series

Cisco Catalyst 3560 | Now | Yes

and 3560-E Series




IPv6 xiiis Datacenter

= Nexus 7000

- supports IPv6 addressing
MLD v2 / PIM SSM / PIM BIDR / EIGRP
- features support IPv6

QoS / uRPF / ACLs-PACLs / VACLs / RACLs
CoPP matching packets / NetFlow

= Cisco MDS 9000 with SAN-OS rel 3.x
MDS 95xx. 92xx. 91xx




IPv6 i)t Security

Feature Set Solution/Product Status
IPv6 IPsec OSPFv3 authentication on Now
Cisco IOS Software
Site—to—site tunnel Now
IPv6 hardware encryption Now
modules — NM—AIM/VPN,
VAM2+
Firewall Cisco I0S Software IPv6 Now
firewall
Cisco PIX Firewall Now
Cisco ASA 5500 Now
Cisco Catalyst 6500/7600 Now
Series Firewall Services
Module (FWSM)




AnyConnect 2.x—SSL VPN

#2 Cisco AnyConnect VPN Client g@@ asa-edge-l#ishow vpn-sessiondb svc
— Session Type: SVC
%, Connection| € Statistics | S About Username : ciscoese Index : 14
Assigned IP : 10.123.2.200 Public IP : 10.124.2.18
I Assigned IPv6: 2001:db8:cafe:101::101
Protocol : Clientless SSL-Tl'unnel DTLS-Tunnel
CISCO License : SSL VPN
Encryption : RC4 AES128 Hashing : SHAl
Turinel State: Connected Bytes Tx : 79763 Bytes Rx : 176080
Clisrt Address: 101123.2.200 Grm_:lp Pc_:licy : AnyGrpPolicy Tunnel Group: ANYCONNECT
SRR 1012314 Login Time : 14:09:25 MST Mon|Dec 17 2007
Client ddress [|IPYE] 2001:DB8:CAFE-101:101 Duration : Oh:47m:48s
NAC Result : Unknown
Bytes Sent: VLAN Mapping : N/A VLAN : none

Buytez Received:

Time Connected:

R

YPM session established. Cisco ASA |

== -




IPv6 IPSec Tunnels
= |0S 12.4(4)T

= |Pv6 HW Encryption
= 7200 VAM2+ SPA

= ISR AIM VPN

Cisco IPv6 Security

Client-based IPsec VPN

ya

LI0]
L0
L0

Client-based SSL

= 10S 12.4(9)T—RFC
4552—OSPFv3

= Cisco VPN Client 4.x Authentication

IPv4 IPSec Termination (PIX/ASA/IOS VPN/

Concentrator) 0o = All IOS—packet
IPv6 Tunnel Termination (I0S ISATAP or Configured f”termg e-ACL
Tunnels) = |Pv6 over DMVPN

= AnyConnect Client 2.x
SSL/TLS or DTLS (datagram TLS = TLS over UDP

= |Pv6 Firewall
= | Firewall 12.3T. 12.4. 12.4T




Cisco.com TN IEHx iz L

= IPv6 &A%

http://www.cisco.com/en/US/technologies/collateral/tk648/tk872/
tk373/technologies _white paper 09186a00802219bc.html

= |IPv4/IPV6 JL—R/ND+—I R
http://www.cisco.com/web/strategy/docs/gov/IPv6perf wp1f.pdf

= ZDAth IPV6 THAUHANGE
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EEEHICEH->TDIPVG IRIK

IPv47 KL A%48 13504
IPVAT7RL RSB ES>TETWAH, BITETEIE TFEIAESALD
IPVBIZFEITLTH. BEXH DB D, FlIRE(ITEHIZLLY
IPv6xtisLTH., FIAEDFE- FIEICITEFE LA
BN EHICGYRENELLEEEEH S
IPVEA~ DXL IG I DISPOEN A Z RGNS #&ET
FEBRIINATEA LU DITTIEAELDSE->THSITEWND T
SeverBE %I I8 R YIPVEXT it L TH<

i
—
l]IIII
tinl

RFBE IPveEit Y —ERDRBIKRICET DRBEDFHERICDOLNT
http://www.soumu.go.jp/menu_02/ictseisaku/ipv6/pdf/080328 1 _a
1.pdf




Aok e
= IPVBIZT DR EMNTGELN = A—FRID A T4T HEHEL
= IPv6Y—EXZFALTULSEANIL, 2D 1%(59100%1)
TOERAY—ERDE AT TIEFHZURANRIZAZYIZK0N
ORXRNEHEORBEGENEZET?ISP,User?)
ISP F|READIPV6IEITD N ED T 2
IPV6Xt (I RR)+IPvAtEE =IRIRDEDRRAETILDARIE
= IPVEEFD A )L(H—E X ERERD THIPVEXT G HE)
S —BEEL DL Security !
ZDRINZFERLIEWVEWNTEWNNS Ty D&M !
AV ISHEEIAXMIEML TLSHRABE [THE DL TV

= iDL A —(Sler-Nler, A>TV TONAF— T—3E3—)~D
EEXRA




CiscolZL\A &t KT IKFEN

= |IPv44IPVeEREILOSTA/t A TJ4—T
= Security. NMS. TR 8. BEFRY—/\. & EBvEXT L
= IPVEENTM L TH/INTA—IRAHUELT!




Emergency Alert

NTT Com. “Earthquake alert service”

« Earthquake emergency alert service

— On detecting P-wave, S-wave alert is delivered.
« Dedicated terminal/software receives an alert.

— IPv6 multicast is adopted
« Lower-delay delivery is achieved.

« IPv4 isn’t suitable for such a push-type service due to
NAT.

NTT Com. IPv6 over IPv4 tunnel
Retransmission

SEI"’JEI’S

multlcast Q
OCN IPv6 Network
Japan Meteorological Agency

Copraghtdleh T Irdnsmestion, Shanng Hation: Lehoratores,




Sensor arrays

6LoOWPAN (RFC 4919 & 4944) based networks
Routing Over Low power and Lossy networks  http://www.ietf.org/html.charters/roll-charter.html

= Sensors on aging infrastructure.

= mm wm oy )

accelerometer laser LVDT strain gauge crack gauge tilt gauge AE detector

= Adhoc netwéks of fire sensors.
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Innovative Opportunity —

Agriculture

= Wireless Sensor Network Research Group, Institute of Computing
Technology, Chinese Academy of Sciences

CNGl: IPv6 Based Sensor network Application Demonstration By
cooperating with Chinese University of Sciences and Technology, we are
going to develop a sensor application system by integrating wireless
sensor network technology, control technology and precision agriculture
technology. The applications of the integrated system are two-folded:
accurate watering of farmland and water/soil pollution monitoring.
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Y2kz B VHSHHIREE., IPVADRE ST AERIZ/N=VIIZHHDIE ?
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